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Abstract—The rapid advancement of quantum computing
poses a critical threat to classical cryptographic algorithms such
as RSA and ECC, particularly in Internet of Things (IoT) devices,
where secure communication is essential but often constrained
by limited computational resources. This paper investigates
the feasibility of deploying post-quantum cryptography (PQC)
algorithms on resource-constrained devices. In particular, we
implement three PQC algorithms — BIKE, CRYSTALS-Kyber,
and HQC — on a lightweight IoT platform built with Rasp-
berry Pi devices. Leveraging the Open Quantum Safe (1ibogs)
library in conjunction with mbedTLS, we develop quantum-
secure key exchange protocols, and evaluate their performance
in terms of computational overhead, memory usage, and energy
consumption for quantum secure communication. Experimental
results demonstrate that the integration of PQC algorithms on
constrained hardware is practical, reinforcing the urgent need for
quantum-resilient cryptographic frameworks in next-generation
IoT devices. The implementation of this paper is available at
https://igsec-lab.github.io/PQC-I0T/,

Index Terms—Post-Quantum Cryptography; Constrained De-
vices; IoT Security; Quantum-Secure Communication

I. INTRODUCTION

The widespread integration of Internet of Things (IoT)
devices into modern infrastructure, from home automation
systems to connected vehicles, have introduced new levels
of connectivity, convenience, and efficiency. These devices,
typically powered by low-cost microcontrollers, operate un-
der stringent resource constraints, including limited process-
ing power, memory, and energy capacity [1]. While this
lightweight design supports scalability, it often comes at the
cost of robust security [2]], [3]. As a result, many consumer-
grade IoT devices lack strong cryptographic protections, leav-
ing personal data and network integrity vulnerable to attack.

Securing IoT systems has long been a priority, but the
rapid advancement of quantum computing elevates the ur-
gency of this challenge [4]]. Classical public-key cryptographic
systems such as RSA and elliptic-curve cryptography (ECC),
which secure much of today’s digital communication including
IoT applications, are vulnerable to quantum attacks [5]. In
particular, Shor’s algorithm can efficiently solve the integer
factorization and discrete logarithm problems that underpin
RSA and ECC, rendering them insecure in the presence of
large-scale quantum computers [6]], [7]. This looming threat
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necessitates the adoption of cryptographic algorithms that
remain secure even against quantum adversaries.

Post-quantum cryptography (PQC) addresses this need by
developing cryptographic schemes based on mathematical
complexity and are resistant to quantum-powered attacks [7],
[8]. In recognition of the urgent need for standardization,
the U.S. National Institute of Standards and Technology
(NIST) launched a multi-year effort to identify quantum-
resistant cryptographic algorithms [9]], [10]. In July 2022,
NIST announced the first set of finalists: CRYSTALS-Kyber
for key encapsulation, and CRYSTALS-Dilithium, Falcon, and
SPHINCS+ for digital signatures [[10].

In practice, secure communication in embedded systems
often relies on Transport Layer Security (TLS) or TLS-inspired
protocols, where key encapsulation mechanisms (KEM’s) play
a central role in negotiating session keys [11]. Improving
the classical key exchange components in TLS with PQC-
based KEM’s is one of the most immediate and critical steps
in transitioning toward quantum-resistant infrastructure [|12].
However, most studies on PQC performance have focused on
general-purpose processors, leaving a gap in understanding
their behavior in real-world embedded environments [[10].

In this paper, we conduct a systematic evaluation of three
NIST-designated PQC key encapsulation mechanisms (KEM)
— Bit Flipping Key Encapsulation (BIKE) [13|], Hamming
Quasi-Cyclic (HQC) [14], and CRYSTALS-Kyber [15] on
Raspberry Pi-based platforms representative of embedded IoT
devices. We measure and compare their performance across
four critical dimensions — execution time, power consump-
tion, memory usage, and device temperature. The goal is to
assess the feasibility and efficiency of PQC algorithms for
secure communication in resource-constrained environments,
and to provide practical insights for future PQC integration in
embedded systems.

In summary, the contributions of this paper are as follows:

o« We present a standardized, reproducible benchmarking
methodology for evaluating PQC algorithms using a TLS-
inspired client-server model deployed on constrained em-
bedded platforms.

o We implement and evaluate three NIST-designated PQC
KEM’s — BIKE, HQC, and CRYSTALS-Kyber, at mul-
tiple security levels, measuring execution time, power
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consumption, memory usage, and thermal behavior on
Raspberry Pi-based systems.

e Our findings show that CRYSTALS-Kyber provides the
most favorable trade-off across performance metrics,
demonstrating high suitability for secure deployment in
constrained IoT environments.

+ We identify key trade-offs in BIKE and HQC, showing
that while BIKE achieves the lowest memory usage, it
incurs significant latency and power costs at higher secu-
rity levels; HQC offers moderate runtime efficiency but
suffers from high memory demand and thermal overhead.

II. RELATED WORK

Research on securing Internet of Things (IoT) devices with
post-quantum cryptography (PQC) algorithms has received
significant attention from industry and academia due to the
growing risks posed by quantum computing [[16]—[18]. Prior
work suggests that public-key schemes such as RSA, DSA,
Diffie-Hellman, and ECC can be broken by Shor’s algo-
rithm by efficiently solving integer factorization and discrete
logarithm problems [6], [19], [20]]. Furthermore, Grover’s
algorithm reduces the security of symmetric-key encryption
(e.g., AES) and hash-based message authentication codes (e.g.,
GMAC, Poly1305) by providing a quadratic speedup [7], [21]],
[22]. However, symmetric key systems can still be secured by
increasing the key sizes, but public-key systems require new
designs.

Prior work also emphasized the quantum threats to Internet-
of-Things (IoT) devices focusing on threat models, resource
usage, models and security analyses for IoT applications [23]-
[25]. Liu et al. [26] identified key challenges in integrating
post-quantum cryptography (PQC) into IoT, notably limited
memory, energy constraints, and the computational overhead
of large key sizes, particularly for lattice- and code-based
schemes. They conducted a comprehensive survey of over 30
studies on PQC performance, optimization, and GPU accel-
eration for resource-constrained devices, highlighting Kyber
and Dilithium as promising candidates due to their balance
between speed and resource consumption. Their work also
established benchmark metrics—including speed, code size,
transmission size, memory usage, energy, and power—and
emphasized the need for a unified evaluation methodology
aligned with NIST standardization efforts to ensure consistent
benchmarking across constrained [oT platforms.

Recent benchmarking of NIST-selected post-quantum cryp-
tographic (PQC) algorithms on Raspberry Pi 4 devices [27]]
evaluated Round 4 winners across lattice-, hash-, code-,
and isogeny-based categories, excluding SIKE. The study
assessed Kyber, Dilithium, Falcon, SPHINCS+, BIKE, Classic
McEliece, and HQC across key generation, encapsulation,
signing, verification, and TLS 1.3 handshake performance,
showing that Kyber-768 and Dilithium3 achieve superior key
exchange and signing efficiency, respectively, while Falcon
yields the smallest handshake size. Despite these gains, the
need for standardized optimization practices was emphasized
[27]. Further optimization efforts have targeted code-based

schemes; for instance, an optimized HQC implementation
on an ARM Cortex-M4 platform using ChibiOS RTOS [2§]]
achieved 96% and 95% reductions in key generation and
encapsulation times, respectively, while lowering the mem-
ory footprint compared to PQClean. However, further im-
provements and side-channel resistance evaluations remain
necessary [28]]. In parallel, high-level synthesis (HLS) tech-
niques have been explored for hardware acceleration of NIST
Round 3 candidates [29], yielding up to 43x and 18x la-
tency reductions for AES and NTT primitives, respectively.
Integrating these optimizations into CRYSTALS-Dilithium
and CRYSTALS-Kyber resulted in approximately 40% area
savings and 10% latency improvements, demonstrating that
Dilithium?2 architectures outperform Dilithium-medium and
that HLS provides an efficient alternative to hand-coded RTL
for PQC design.

III. PRELIMINARIES

To ensure a fair comparison among algorithms, we evaluate
only the Key Encapsulation Mechanism (KEM) component.
Symmetric encryption of plaintext is performed using the
Advanced Encryption Standard in Galois/Counter Mode (AES-
GCM), and SHA-256 is employed for key derivation.

A. AES-GCM

AES-GCM is a widely adopted authenticated encryption
algorithm that provides both confidentiality and integrity. It
integrates the AES block cipher in Counter (CTR) mode with
Galois field multiplication (GHASH) to generate an authenti-
cation tag. GHASH compresses the Additional Authenticated
Data (AAD) and ciphertext into a single block, ensuring
tamper detection [30], [31].

AES-GCM is highly parallelizable, FIPS-approved, and
deployed in protocols such as TLS 1.3, IPsec, and SSH [32],
[33]. It performs two operations: authenticated encryption and
authenticated decryption.

During authenticated encryption, the algorithm requires:

o Secret key: Symmetric encryption key.

« Initialization vector (IV): Typically a unique 96-bit nonce.
« Plaintext: Data to encrypt.

o Optional AAD: Authenticated but unencrypted metadata.

The outputs are:

o Ciphertext: The encrypted message.
o Authentication tag: A fixed-length tag, typically 128 bits.

During authenticated decryption, the ciphertext, IV, authen-
tication tag, and optional AAD are used to verify authenticity.
Decryption proceeds only if the recalculated tag matches the
received tag; otherwise, an error is returned [30].

Proper IV management is critical: IV reuse under the same
key breaks security guarantees [34]. In this work, IVs are
randomized for every encryption operation to mitigate this
risk.
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Fig. 1. Experimental setup for PQC-protected communication between a
client and a server. A sniffer is connected through a network switch to monitor
traffic flow and passively verify correct message routing.

B. SHA-256

SHA-256, standardized in FIPS-180-4, is a cryptographic
hash function that produces a 256-bit output from input data
of arbitrary length [35]. It operates by dividing the input into
512-bit blocks and applying a compression function based on
logical operations and modular addition. Designed to offer
collision and preimage resistance, SHA-256 also ensures that
small changes in input lead to significantly different outputs.
These properties make it a reliable choice for deriving symmet-
ric keys from shared secrets in key encapsulation mechanisms
(KEMs). Due to its balance of computational efficiency and
security, SHA-256 remains well-suited for use in constrained
environments such as IoT systems.

C. Naming Conventions

The National Institute of Standards and Technology
(NIST) recommends the following naming conventions for
clarity regarding the algorithms discussed in this article:
BIKE [13]], HQC [14], and CRYSTALS-Kyber [15]]. Specifi-
cally, CRYSTALS-Kyber may also be referred to as Federal
Information Processing Standards (FIPS) Publication 203 [36],
as it has been officially standardized. BIKE can only be
referenced by its algorithm name, since it is a finalist in the
NIST PQC competition but is not selected for standardization.
Finally, HQC may be temporarily referred to by its algorithm
name, as it has been selected for standardization, but its
corresponding FIPS publication has not yet been released at
the time of this work [37].

IV. METHODOLOGY

This study evaluates the performance of three post-
quantum key encapsulation mechanisms (KEMs) — BIKE [13]],
CRYSTALS-Kyber [38]], and HQC [14]], within a simulated
client-server communication framework. The goal is to assess
the feasibility of deploying these algorithms on constrained
embedded systems by measuring their power consumption, ex-
ecution time, memory usage, and communication throughput.

A. Experimental Setup

The experimental setup, shown in [Figure 1} consisted of a
Raspberry Pi 3 Model B+ as the client and a Raspberry Pi
5 as the server. Both devices ran Raspberry Pi OS Lite, a
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Fig. 2. Simplified TLS handshake protocol, illustrating the exchange between
the client and the server.

Debian-based system selected for its minimal overhead and
lightweight design. An offline network switch connected the
two devices, providing an isolated environment free from
external interference to ensure consistent and reproducible
measurements.

All software is developed in C, using mbedTLS (version
3.6) as the primary cryptographic library [39], extended with
libogs from the Open Quantum Safe (OQS) project (version
0.12) [40]. Each KEM is integrated independently into the
communication protocol to allow for a fair evaluation.

Testing includes three parameter sets for each KEM to
assess performance at varying security levels. BIKE is eval-
uated with BIKE-L1, BIKE-L3, and BIKE-L5; HQC with
HQC-128, HQC-192, and HQC-256; and CRYSTALS-Kyber
with Kyber512, Kyber768, and Kyber1024. Each one of the
levels align with the NIST PQC standardization goals [41] of
providing 128-bit, 192-bit and 256-bit key. These levels mirror
classical cryptographic strength AES-128, AES-192/SHA-384,
AES-256/SHA-512. This selection enables a consistent com-
parison of the algorithm families across different cryptographic
strengths.

A passive network sniffer, connected to the switch, monitors
client-server communications. Packet exchanges are captured
using Wireshark over a wired interface [42], ensuring accu-
rate observation without introducing overhead or altering the
communication behavior.

B. Implementation Procedure

A custom lightweight protocol is implemented for bench-
marking, consisting of the following steps:
o Handshake: The client initiates a secure session by es-
tablishing a TCP connection with the server, shown in
« Key Exchange:

— The server generates a key pair using the selected
post-quantum key encapsulation mechanism (PQC-
KEM) and sends the public key to the client.

— The client performs key encapsulation and returns
the resulting ciphertext and shared secret to the
server.
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Fig. 3. Execution time comparison of post-quantum key encapsulation

mechanisms (KEMs) over a five-minute interval. The three levels of BIKE,
HQC, and Kyber algorithms were evaluated across multiple security levels.

« Session Key Derivation: Both the client and server derive
a common session key from the KEM output.

o Secure Message Exchange: To validate successful key
agreement, the client encrypts a message using AES-
GCM and transmits it to the server.

C. Performance Evaluation Procedure

To evaluate the performance of each algorithm, the client
and server applications are executed concurrently in isolated
sessions. Four text files of varying sizes (208 bytes, 731
bytes, 1235 bytes, and 2328 bytes) are used to simulate
different communication loads and observe the impact of
message size on system performance. The use of text files
were chosen for their simplicity and transparency, allowing
us to easily control the data size, format, and structure. This
approach is straightforward for manual testing, reproducibility
and consistency. Each session runs for a fixed duration of
five minutes, followed by a five-minute rest period to allow
the devices to return to baseline thermal and performance
conditions.

Performance data is collected continuously during each
session. The following metrics are recorded for analysis:

o Total execution time (seconds)

« Power consumption (watts)

« Memory usage (kilobytes)

o Device temperature (degrees Celsius)

In the case of power consumption, we are measuring the
server and the client under low-load conditions, which means
that the system is idle mainly or under minimal stress. In
contrast, High-load conditions represent when the system
is under stress; we used this to measure the peak power
consumption of a typical use in a real-world application.

V. EVALUATION

A. Results

This section presents the performance evaluation of three
post-quantum key encapsulation mechanisms (KEMs) — BIKE,
HQC, and Kyber — across different security levels.

TABLE I
EXECUTION TIME (IN SECONDS) FOR POST-QUANTUM CRYPTOGRAPHY
ALGORITHMS.

PQC Algorithm | Execution Time

BIKE L1 0.081 £ 0.005
BIKE L3 0.164 + 0.007
BIKE L5 0.302 £ 0.013
HQC 128 0.081 £ 0.007
HQC 192 0.133 £ 0.008
HQC 256 0.203 £+ 0.013
Kyber 512 0.041 £ 0.004
Kyber 768 0.041 £ 0.004
Kyber 1024 0.042 £ 0.005
TABLE II

POWER CONSUMPTION (WATTS) OF PQC ALGORITHMS.

Low High
PQC Algorithm | Client Server | Client Server
BIKE L1 32 35 35 4.7
BIKE L3 32 35 35 4.8
BIKE L5 3.2 3.5 3.5 5.2
HQC 128 32 34 3.6 4.0
HQC 192 32 35 3.6 4.1
HQC 256 3.2 3.5 3.7 4.7
Kyber 512 32 34 35 39
Kyber 768 32 35 35 39
Kyber 1024 32 35 35 39

1) Execution Time: The execution time of each algorithm
is evaluated over continuous five-minute sessions, with metrics
recorded at each iteration as described in

Figure 3| shows the execution time behavior of all evaluated
algorithms. Among the families tested, the Kyber variants
consistently exhibit the lowest and most stable execution times.
Kyber-512, Kyber-768, and Kyber-1024 report mean execution
times of 0.041 £ 0.004 seconds, 0.041 &+ 0.004 seconds, and
0.042 £ 0.005 seconds, respectively, as summarized in [Table 1}
The small observed fluctuations, with standard deviations
between £0.004 and £0.005 seconds, indicate that Kyber
maintains a highly consistent runtime, with minimal sensitivity
to external conditions or input variations.

In contrast, the BIKE family shows significantly higher ex-
ecution times. BIKE-L1 and BIKE-L3 report mean execution
times of 0.081 £ 0.005 seconds and 0.164 + 0.007 seconds,
respectively, while BIKE-L5 achieves the highest latency at
0.302 £+ 0.013 seconds.

The HQC family demonstrates intermediate performance.
HQC-128 matches BIKE-L1 with an execution time of 0.081
4+ 0.007 seconds, while HQC-192 and HQC-256 report 0.133
=+ 0.008 seconds and 0.203 + 0.013 seconds, respectively. The
higher standard deviations observed for BIKE-L5 and HQC-
256 (£0.013 seconds) reflect greater variability compared to
Kyber variants.

2) Power Consumption: Power consumption is measured
separately under low-load and high-load conditions for both
the client and the server,as shown in Low-load corre-
sponds to idle and High-load simulates peak usage scenarios
representative of real-world applications.

Under low-load conditions, all algorithms demonstrate sim-



TABLE III

MEMORY USAGE (IN KILOBYTES) OF PQC ALGORITHMS IN FOUR NETWORK SCENARIOS.

Algorithm |

networkSim1

networkSim2

networkSim3

networkSim4

BIKE L1
BIKE L3
BIKE L5

5632.00 & 0.00
5627.59 £ 33.61
5851.43 + 93.63

5632.00 = 0.00
5629.79 + 16.81
5888.00 + 0.00

5632.00 = 0.00
5620.97 + 43.45
5858.29 + 80.92

5629.79 + 16.81
5629.79+ 16.81
5858.29 + 84.52

HQC 128
HQC 192
HQC 256

5757.83 + 16.66
5998.34 £ 55.97
5874.53 + 46.43

5760.00 + 0.00
5987.31 + 68.00
5881.26 + 28.84

5749.15 + 3595
6000.55 + 48.42
5879.02 + 32.99

5753.49 + 28.36
6000.55 + 59.11
5883.51 + 23.76

Kyber 512
Kyber 768
Kyber 1024

5888.00 + 0.00
5760.00 + 0.00
5888.00 + 0.00

5885.83 + 16.66
5757.83 £+ 16.66
5888.00 + 0.00

5888.00 + 0.00
5757.83 + 16.66
5888.00 £ 0.00

5760.00 £ 0.00
5885.83 + 16.66
5883.66 + 33.33

TABLE IV

MEAN AND STANDARD DEVIATION OF TEMPERATURES ON SERVER AND CLIENT DEVICES (IN °C)

Algorithm Server Temperature (°C) Client Temperature (°C)
networkSiml  networkSim2  networkSim3  networkSim4 | networkSiml  networkSim2  networkSim3  networkSim4
BIKE L1 48.371+0.88 50.5540.95 50.8340.93 51.8641.02 48.88 +0.59 49.771+0.42 50.4540.42 52.6440.48
BIKE L3 51.0441.32 51.334+1.09 51.114+1.27 52.264+1.09 52.6940.36 52.6040.48 52.3940.46 52.2640.42
BIKE L5 51.534+1.29 51.754+1.30 52.04+1.26 51.8441.09 53.414+0.47 53.4040.49 53.384+0.51 53.5140.38
HQC 128 48.231+0.88 49.16+1.03 49.4940.90 51.7040.74 53.2940.40 53.0940.55 53.484+0.49 53.6640.42
HQC 192 48.431+0.95 49.05+0.90 50.8141.21 51.3141.08 53.861+0.46 54.2040.52 53.9240.48 54.0840.45
HQC 256 50.2240.85 50.0741.01 50.53+1.08 51.114£0.90 53.901+0.48 52.2140.64 52.4140.60 52.4440.46
Kyber 512 47.961+0.87 47.54+1.29 49.03+1.20 50.01+1.16 52.154+0.44 52.1540.53 51.984+0.48 52.354+0.49
Kyber 768 47.2740.70 47.62+0.97 48.924+1.06 49.66+1.16 52.0940.47 52.1440.54 52.204+0.48 51.9740.46
Kyber 1024 47.85+1.06 47.62+1.19 49.274+1.07 49.81+1.08 52.214+0.46 52.2440.40 51.9540.47 52.0640.48

ilar behavior, consuming approximately 3.2 Watts on the client
side. Server-side consumption varies slightly between 3.4 to
3.5 Watts across all algorithms. Under high-load conditions,
differences become more pronounced. BIKE-L5 records the
highest server-side power consumption at 5.2 Watts, followed
by BIKE-L3 at 4.8 Watts and BIKE-L1 at 4.7 Watts. On the
client side, all BIKE variants maintain 3.5 Watts.

The HQC family shows moderate high-load power con-
sumption. HQC-128 and HQC-192 consume 4.0 Watts and 4.1
Watts on the server side, respectively, while HQC-256 rises
slightly to 4.7 Watts. Client-side power consumption for HQC
variants ranges from 3.6 to 3.7 Watts.

The Kyber family maintains the lowest power consumption
under high-load conditions, with Kyber-512, Kyber-768, and
Kyber-1024 each consuming approximately 3.5 Watts on the
client and 3.9 Watts on the server.

3) Memory Usage: Memory usage for each algorithm is
summarized in measured across four different com-
munication scenarios (networkSiml to networkSim4) corre-
sponding to increasing file sizes. The four input files contain
increasingly larger text-based inputs, with sizes of 208 bytes,
731 bytes, 1235 bytes, and 2328 bytes, respectively. This setup
allows us to evaluate how our measurements changes with the
change of input size, simulating varying communication loads
and scenarios.

In networkSiml (208 bytes), BIKE-L1 records a mean
memory usage of 5632.00 £ 0.00 KB, while BIKE-L3 uses
5627.59 £ 33.61 KB. These are the lowest among all tested
algorithms. In contrast, HQC-192 and Kyber-512 reach the
highest memory usage, reporting 5998.34 + 55.97 KB and
5888.00 £ 0.00 KB, respectively. Kyber-1024 similarly reports

5888.00 + 0.00 KB.

As the file size increases in networkSim2 (731 bytes),
networkSim3 (1235 bytes), and networkSim4 (2328 bytes),
overall memory usage remains relatively stable for most al-
gorithms. HQC-192 consistently shows the highest memory
usage, ranging between 5987.31 £+ 68.00 KB and 6000.55 +
59.11 KB across the four simulations. BIKE-L1 and BIKE-L3
continue to demonstrate the lowest memory usage, maintaining
values between 5620.97 4 43.45 KB and 5632.00 £+ 0.00 KB.

Variability in memory usage is reflected in the standard
deviation values. BIKE-L5 displays the greatest fluctuation,
with deviations reaching up to £ 93.63 KB in networkSim1. In
comparison, Kyber-512 and Kyber-1024 show no measurable
fluctuation in several simulations, indicating highly stable
memory consumption.

Overall, BIKE-L1, BIKE-L3, and Kyber-512 demonstrate
both low and stable memory usage, while HQC-192 shows
higher and more variable memory demand across all file sizes.

4) Device Temperature: Temperature measurements for
both client and server devices are reported in

For server temperatures, the Kyber family consistently
records the lowest operating temperatures across all scenarios.
Kyber-768 maintains the lowest average temperatures, ranging
from 47.27°C to 49.66°C across the four network simulations.
Kyber-512 and Kyber-1024 report similar thermal profiles,
with temperatures between 47.54°C and 50.01°C.

The BIKE and HQC families demonstrate slightly higher
operating temperatures. BIKE-L1, BIKE-L3, and BIKE-L5
show average server temperatures exceeding 50°C under load,
with BIKE-LS5 reaching up to 52.04°C in networkSim3. Sim-
ilarly, HQC-256 records temperatures ranging from 50.07°C
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Fig. 4. Wireshark output showing the captured TCP stream. The highlighted
packet is 1,184 bytes in size, which corresponds to the expected ciphertext
length produced by the Kyber-768 PQC algorithm.

to 51.11°C across different simulations.

Client-side temperatures follow a similar trend. Kyber vari-
ants again maintain lower thermal profiles compared to BIKE
and HQC. Some missing data points are observed in the
client-side measurements for BIKE-L3 and BIKE-LS5, likely
due to inconsistencies during data collection. Nonetheless, the
overall trend aligns with server-side observations, highlighting
Kyber’s thermal efficiency relative to BIKE and HQC.

5) Packet Sniffer: A sniffer was placed between Alice and
Bob, as illustrated in to monitor the communication
channel of client and server. ARP spoofing is employed to
redirect and capture network packets. Since PQC protocols
are not yet integrated into mainstream protocols such as TLS,
Wireshark is currently unable to natively recognize them.
Given that our implementation uses PQC within a custom
protocol, protocol-specific identification is not feasible using
standard packet analyzers. Therefore, analysis is performed by
directly inspecting the contents of the transmitted packets.

depicts, as an example, the use of the Kyber-768
algorithm to demonstrate a specific packet in the network trace.
The size of the transmitted message is 1,184 bytes, which
corresponds to the expected ciphertext length generated by
the Kyber-768 key encapsulation mechanism.

B. Analysis

The evaluation results highlight significant performance
differences across the three post-quantum key encapsulation
mechanisms (KEMs): BIKE, HQC, and Kyber.

Across all metrics, Kyber consistently outperforms the other
algorithms. Kyber variants achieve the lowest execution times,
with Kyber-512 and Kyber-768 operating at 0.041 £+ 0.004
seconds and Kyber-1024 at 0.042 £ 0.005 seconds. They also
demonstrate minimal runtime variability. Correspondingly,
Kyber maintains the lowest high-load power consumption,
approximately 3.5 Watts on the client side and 3.9 Watts on
the server side, and the lowest operating temperatures, ranging
between 47.27°C and 50.01°C. Memory usage for Kyber
variants is slightly higher than BIKE but remains highly stable,
with almost no fluctuation in several scenarios. These results
indicate that Kyber offers a balanced profile of computational

efficiency, low energy consumption, and thermal stability,
making it highly suitable for constrained embedded systems.

BIKE shows mixed performance. While BIKE-L1 and
BIKE-L3 maintain relatively low memory footprints (around
5630 KB) and low idle power consumption, their execution
times are significantly higher compared to Kyber. BIKE-LS5, in
particular, exhibits the highest latency (0.302 £ 0.013 seconds)
and the highest server-side power consumption under load (5.2
Watts). BIKE variants also show higher thermal profiles, with
BIKE-LS5 reaching up to 52.04°C, and increased variability in
memory usage, particularly for BIKE-LS. These trends suggest
that while BIKE may be competitive at lower security levels,
its scalability to higher security parameters introduces notable
performance penalties.

HQC demonstrates intermediate behavior across most met-
rics. HQC-128 offers execution times comparable to BIKE-L1
(0.081 £ 0.007 seconds), but HQC-192 and HQC-256 show
increases in memory consumption (up to 6000.55 + 59.11
KB) and power consumption (server-side power reaching 4.7
Watts for HQC-256). HQC variants also experience elevated
operating temperatures, similar to BIKE. The increased mem-
ory demand and variability, especially at higher security levels,
may pose challenges for resource-constrained platforms.

Overall, the Kyber family provides the most balanced
and efficient performance across all tested metrics. BIKE
and HQC offer viable alternatives depending on application-
specific constraints but exhibit trade-offs in execution time,
energy consumption, and memory stability, particularly at
higher security levels.

VI. DISCUSSION

While post-quantum cryptography offers strong security
guarantees, its deployment on resource-constrained devices
remains non-trivial. Our results reveal that CRYSTALS-Kyber,
a lattice-based scheme built on the Module Learning with
Errors (M-LWE) problem [15]], consistently outperforms code-
based alternatives BIKE and HQC in execution time, energy
efficiency, and thermal stability. Kyber’s computational advan-
tages and implementation maturity [43]] make it particularly
well-suited for embedded environments.

Despite optimization efforts, HQC and BIKE exhibit higher
resource demands than Kyber. Hardware-accelerated designs
for HQC [28]] and constant-time implementations of BIKE
for embedded platforms [44]] improve performance but do not
fully address their elevated energy and time costs. Our results
confirm these trends: both schemes show increased energy
consumption and memory usage, particularly at higher security
levels, limiting their suitability for constrained environments.

All three algorithms maintain acceptable power usage on
the client side, but BIKE-L1 and BIKE-L3 are preferable for
systems with strict memory constraints, consistently demon-
strating the lowest memory consumption across all test scenar-
ios. To ensure fair comparison, all experiments are conducted
under consistent conditions using identical operating systems
(Raspberry Pi OS Lite v6.6), codebases differing only by the
integrated KEM, and an isolated network to eliminate external



interference. A Raspberry Pi 5 functions as the server, and
a Raspberry Pi 3 as the client, modeling practical resource
asymmetry. No significant differences are observed in handling
varying file sizes or transmission durations. Packet loss and
delays remain negligible due to the controlled testbed and
small payload sizes.

In summary, while all evaluated algorithms are functional
on resource-constrained platforms, CRYSTALS-Kyber offers
the most efficient trade-off across execution time, power
consumption, memory usage, and thermal behavior. BIKE and
HQC remain viable alternatives under specific application con-
straints but present notable scalability challenges as security
levels increase. These insights are critical for guiding PQC
algorithm selection in future embedded and IoT deployments.

VII. CONCLUSION

In this study, we practically evaluate the performance of
three post-quantum key encapsulation mechanisms — BIKE,
HQC, and CRYSTALS-Kyber, on resource-constrained de-
vices. Experimental results show that CRYSTALS-Kyber con-
sistently achieves superior efficiency in execution time, power
consumption, memory usage, and thermal behavior, making it
the most suitable candidate for embedded and IoT platforms.
While BIKE and HQC remain viable under specific condi-
tions, their higher resource demands, particularly at increased
security levels, present scalability challenges. These findings
highlight the critical need to balance cryptographic strength
with system-level constraints when selecting PQC algorithms
for future deployments at scale.
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